EXAMPLES OF THE SMISHING TEXTS:

14:18

Dear (D,

Your parcel will not ship
from the distribution center,
due to outstanding shipping
costs. Track your package:
http://ykl.one/37V730P

PHISHING SITE SCREEN 1:

000238332 TRACK

PHISHING SITE SCREEN 3:

& planradio.com

Please fillin all fields

Order ID 000238332

Total $2.00

+263 711107428

Please confirm your

credentials for your
delivery today, else your
package will be
returned:

PHISHING SITE SCREEN 2:

& supportl.support-line.xyz

YOUR PACKAGE IS ON THE
WAY

o ()

TRACKING CODE: 000238332
STATUS: ON HOLD - DISTRIBUTION CENTER
DUBLIN
OUTSTANDING AMOUNT: €2,00
SHIPMENT WILL PROCCEED WITHIN 24

HOURS AFTER PAYMENT

PAY SHIPPING COST

PHISHING SITE SCREEN 4:

@& planradio.com

Please fillin all fields

Order ID 000238332

CONTINUE

WE ACCEPT THE FOLLOWING CREDIT CARDS
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